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The German Bar Association (Deutscher Anwaltverein – DAV) is the professional body 

comprising about 60.000 German lawyers and lawyer-notaries in 253 local bar 

associations in Germany and abroad. Being politically independent the DAV represents 

and promotes the professional and economic interests of the German legal profession 

on German, European and international level. The DAV is registered in the Lobby 

Registry for the representation of special interests vis-à-vis the German Bundestag and 

the Federal Government under register number R000952.  

 

 

By email 
Ms 
Monika Kopcheva 
Head of Unit 
Security in the Digital Age (HOME.D.4) 
European Commission 
 

17 June 2025/AHA 
 

Dear Ms Kopcheva, 

 

As President of the German Bar Association (Deutscher Anwaltverein – DAV, 

Transparency Register no. 87980341522-66), I represent approximately 60.000 

German lawyers and lawyer-notaries. At the heart of our profession lies the proper 

administration of justice, which includes promoting effective criminal proceedings to 

ensure that criminals receive a just punishment and that innocent people are not 

wrongfully convicted. Therefore, we share the Commission’s aim that police and judicial 

authorities should be able to gather digital evidence effectively – while respecting and 

safeguarding fundamental rights and preserving cybersecurity.  

 

Although the Court’s most recent judgment1 has granted a certain leeway for data 

retention measures, the Court’s jurisprudence nonetheless poses strict limits on their 

legality. If the Commission intends to prepare new data retention legislation that 

respects and safeguards fundamental rights in compliance with the Court’s case law, it 

can only do so within a narrow margin. The legislator should strive to prepare legislation 

                                                
1 Judgment C-470/21, 30 April 2024, “La Quadrature du net“. 

https://op.europa.eu/en/web/who-is-who/organization/-/organization/HOME/COM_CRF_11019
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that complies with primary law without serious doubt, instead of leaving it to the national 

and European courts to remedy potential infringements. 

 

Even though the options under consideration for the gathering of digital evidence are 

limited to non-content data – such as the source and destination of a message, the 

location of the device, as well as the date, time, and duration of communication – it is 

technically feasible to infer highly sensitive information from such metadata. As the 

Court of Justice of the EU pointed out in Digital Rights Ireland (C-293/12), these data 

sets “may allow very precise conclusions to be drawn concerning the private lives of the 

persons whose data has been retained” including their movements, habits, 

associations, and environments. Therefore, their mere retention – regardless of access 

– constitutes a significant interference with fundamental rights. 

As for the argument that all this retained data is only ever accessed by law enforcement 

agents if there is a reason: The mere retention of the data itself is inherently dangerous 

for individual privacy, for lawyer-client-confidentiality and professional secrecy 

obligations of other professionals, because it cannot be guaranteed that the data is not 

somehow accessed and misused. In light of these arguments and the principle of 

proportionality, the DAV urges the Commission to resort to less intrusive ways of data 

retention. 

 

We emphasize that professional secrecy does not only extend to the content of 

communications, but also to traffic and subscriber data. The protection of lawyer-client 

confidentiality must therefore apply comprehensively – not only to prevent direct 

surveillance but also to avoid indirect inferences about privileged relationships. 

Professional secrecy can be compromised by metadata alone and should be explicitly 

safeguarded. 

 

Any system providing direct or indirect access to personal data must be strictly within 

the bounds of the rule of law and in full compliance with the requirements of EU law and 

the established jurisprudence of the CJEU and ECtHR. Given the risk of intrusion into 

fundamental rights, such systems must guarantee the protection of professional secrecy 

through specific and explicit provisions, set out clear and foreseeable conditions for 

data access, including proper justification, reasonable suspicion, and prior judicial 

authorisation, provide effective legal remedies against unlawful access, include 
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notification obligations to affected individuals and ensure procedural equality between 

defence and prosecution. 

 

Moreover, many EU Member States already have specific legal safeguards in 

place to protect the confidentiality of lawyer-client communications. For example, in 

France, any search of a lawyer’s premises must be conducted in the presence of the 

President of the Bar. Similar procedural safeguards exist in Belgium, Italy, and other 

jurisdictions. These protections must not be undermined but rather respected and built 

into any future initiative. 

 

The DAV remains particularly sceptical of any data retention regime that requires 

service providers to store metadata indiscriminately and without prior suspicion. Such a 

blanket approach infringes on the rights of countless innocent individuals and 

undermines the principle of proportionality. Furthermore, it is technically impossible to 

reliably exclude data related to privileged communications from such general retention 

mandates. The mere existence of stored data creates inherent risks, including 

unauthorised access, misuse, and chilling effects on the exercise of fundamental rights. 

 

Instead, we encourage the Commission to consider more proportionate alternatives, 

such as the “Quick Freeze” approach. This method allows data to be retained only in 

specific cases, based on concrete suspicions and subject to judicial oversight. The 

scope of such orders must be limited to particular individuals or geographical areas and 

be time-bound to prevent de facto mass surveillance. Moreover, any retained data must 

not be repurposed for investigations unrelated to the original grounds for retention. 

 

Subject to the assessment on a case by case basis, the quick freeze approach 

generally has less impact on fundamental rights and therefore is more likely to be 

compatible with European fundamental rights than a blanket data retention without 

specific cause. 

 

We would like to thank the European Commission for the opportunity to contribute to 

this important process. The DAV stands ready to continue its engagement and provide 

feedback in the upcoming public consultation. 
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Kind regards 

 

 

Stefan von Raumer 

Rechtsanwalt 

President of the German Bar Association 

 


